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Electricity is vital to the commerce and daily functioning of United States. The modernization of the grid to
accommodate today’s uses is leading to the incorporation of information processing capabilities for power
system controls and operations monitoring. The “Smart Grid” is the name given to the evolving electric
power network as new information technology systems and capabilities are incorporated. While these new
components may add to the ability to control power flows and enhance the efficiency of grid operations, they
also potentially increase the susceptibility of the grid to cyber (i.e., computer-related) attack since they are
built around microprocessor devices whose basic functions are controlled by software programming. The
potential for a major disruption or widespread damage to the nation’s power system from a large scale
cyberattack has increased focus on the cybersecurity of the Smart Grid.

Federal efforts to enhance the cybersecurity of the electrical grid were emphasized with the recognition of
cybersecurity as a critical issue for electric utilities in developing the Smart Grid. The Federal Energy
Regulatory Commission (FERC) received primary responsibility for the reliability of the bulk power system
from the Energy Policy Act of 2005. FERC subsequently designated the North American Electric Reliability
Corporation (NERC) as the “Electric Reliability Organization” (ERO) with the responsibility of establishing
and enforcing reliability standards. Compliance with reliability standards for electric utilities thus changed
from a voluntary, peer-driven undertaking to a mandatory function. The Energy Independence and Security
Act of 2007 (EISA) later added requirements for “a reliable and secure electricity infrastructure” with regard
to Smart Grid development. NERC is also responsible for standards for critical infrastructure protection
(CIP) which focus on planning and procedures for the physical security of the grid. Self-determination is a
key part of the CIP reliability process. Utilities are allowed to self-identify what they see as “critical assets”
under NERC regulations. Only “critical cyber assets” (i.e., as essential to the reliable operation of critical
assets) are subject to CIP standards. FERC has directed NERC to revise the standards so that some oversight
of the identification process for critical cyber assets was provided, but any revision is again subject to
stakeholder approval. While reliability standards are mandatory, the ERO process for developing regulations
is somewhat unusual in that the regulations are essentially being established by the entities who are being
regulated. This may potentially be a conflict of interest, especially when cost of compliance is a concern, and
acceptable standards may conceivably result from the option with the lowest costs. Since utility systems are
interconnected in many ways, the system with the least protected network potentially provides the weakest
point of access.

Cybersecurity threats represent a constantly moving and increasing target for mitigation activities and
mitigation efforts could likewise spiral upward in costs. Recovery of costs may present a major challenge
especially to distribution utilities and state commissions charged with overseeing utility costs. EISA only
requires states to consider recovery of costs related to Smart Grid systems. FERC has jurisdiction over the
bulk power grid, and cannot compel entities involved in distribution to comply with its regulations.
Recoverability from a cyber attack on the scale of something which could take down a significant portion of
the grid will likely be very difficult, but maintaining a ready inventory of critical spare parts in close
proximity to key installations could quicken recovery efforts from some types of attack. The electricity grid
is connected to (and largely dependent on) the natural gas pipeline, water supply, and telecommunications
systems.
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From reader reviews:

Matthew Venegas:

Book is actually written, printed, or created for everything. You can recognize everything you want by a
guide. Book has a different type. To be sure that book is important thing to bring us around the world. Next
to that you can your reading ability was fluently. A guide The Smart Grid and Cybersecurity - Regulatory
Policy and Issues will make you to always be smarter. You can feel a lot more confidence if you can know
about everything. But some of you think that will open or reading a new book make you bored. It is not
necessarily make you fun. Why they can be thought like that? Have you trying to find best book or
acceptable book with you?

Nancy Sena:

People live in this new morning of lifestyle always make an effort to and must have the extra time or they
will get great deal of stress from both lifestyle and work. So , when we ask do people have spare time, we
will say absolutely yes. People is human not only a robot. Then we request again, what kind of activity do
you have when the spare time coming to a person of course your answer may unlimited right. Then do you
ever try this one, reading textbooks. It can be your alternative with spending your spare time, the actual book
you have read is definitely The Smart Grid and Cybersecurity - Regulatory Policy and Issues.

Deana Broom:

Reading can called brain hangout, why? Because if you are reading a book specifically book entitled The
Smart Grid and Cybersecurity - Regulatory Policy and Issues the mind will drift away trough every
dimension, wandering in most aspect that maybe unidentified for but surely will become your mind friends.
Imaging every word written in a book then become one web form conclusion and explanation that will
maybe you never get previous to. The The Smart Grid and Cybersecurity - Regulatory Policy and Issues
giving you yet another experience more than blown away your head but also giving you useful data for your
better life on this era. So now let us present to you the relaxing pattern this is your body and mind is going to
be pleased when you are finished reading it, like winning a game. Do you want to try this extraordinary
investing spare time activity?

George Bolin:

What is your hobby? Have you heard this question when you got scholars? We believe that that issue was
given by teacher to their students. Many kinds of hobby, Everybody has different hobby. So you know that
little person including reading or as looking at become their hobby. You have to know that reading is very
important and book as to be the matter. Book is important thing to incorporate you knowledge, except your
current teacher or lecturer. You get good news or update in relation to something by book. Different
categories of books that can you decide to try be your object. One of them is The Smart Grid and
Cybersecurity - Regulatory Policy and Issues.
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